BCP Drill – Test Log

This pack contains three sections to plan and run Business Continuity drills and capture results:
1. Drill Scenario  
2. Action Log  
3. Test Log
Use it for tabletop walk-throughs or live simulations.

Overall approach (keep it practical)
1. Protect people first: EHS controls, pause authority, and safe test conditions are non-negotiable.
2. Prove flow: can you stop safely, contain the issue, re-route work, and restart within acceptable limits?
3. Stress what matters: choose scenarios that challenge order fulfillment, safety, quality, or cold-chain integrity.
4. Define “good” ahead of time: who decides, by when, with what evidence (e.g., restart times, temp logs, truck departures).
5. Capture facts: times, quantities, backlog, scrap, and who did what. Stories are useful; numbers change behavior.
6. Close the loop the same day: assign owners, raise work orders/tickets, update the BCP and SOPs.

Prepare (60–90 minutes, max)
7. Pick scenario & objective in one line each (e.g., “Partial power loss in Filling Hall; sustain 60% output within 2 hours”).
8. Define scope & constraints: areas, assets, shifts, no real damage or chemicals, no live fire/water release, etc.
9. Assign roles: coordinator, timekeeper, scribe, area owner(s), maintenance, quality, EHS, logistics/transport, customer service.
10. Draft 5–10 injects (events) that force decisions (e.g., “compressor fails; chilled water at risk in 30 min”).
11. Set success criteria: restart times, minimum throughput, max scrap, max temperature excursion, customer comms time.
12. Print: Action Log (several copies), participant list, injects timeline; bring radios/phones.
13. Brief (5 min): objective, safety rules, where we’ll walk, what we simulate vs. just discuss.
Tip: Print the Action Log for the drill. Use pen on the floor; transcribe to the file after.	



Scenario design 
Scenarios ideas:
· Specific utility loss with business impact (e.g., power outage in one hall, compressed air failure, steam off).
· Transport strike or bridge closure: can we ship critical orders via alternates within 24h?
· Flooded access road: how do inbound RM and outbound FG flow?
· Fire in warehouse aisle (simulated): evacuation, cordon, inventory impact, re-slot plan.
· Chiller/HVAC failure: cold chain at risk; product hold/disposition decisions.
· Forklift incident blocks main aisle: material flow reroute, safety, alternate pick paths.
· Supplier miss/quality hold: switch to alternate material or re-sequence schedule.
· Regulatory stop on Line 2: capacity reallocation to meet customer SLA.
· OT/SCADA breakdown: manual workarounds and data capture.
· Server failure / Cyber attack: typical IT Recovery Plan drill.
Avoid:
· Vague scenarios: “Everything goes wrong.”
· Purely technical scenarios with no flow or customer impact.
· Hero plans without constraints (“we’ll just do overtime”) and no evidence.
· Scope creep
· Changing rules mid-run
· Simulating hazards unsafely

During the drill
· Coordinator runs injects; timekeeper calls times; scribe logs in the Action Log.
· Use hh:mm; record stop/start times, throughput estimates, scrap, queue lengths, truck ETDs/ATDs.
· If an inject is unclear, pause, agree the assumption, then continue.
· Note evidence: photos, batch/route card timestamps, SCADA trend screenshot, temp log, weighbridge ticket, carrier confirmation.

After the drill (same day)
· Complete the Test Log for each critical process/system: test step, Result (Pass/Fail), evidence link, issues, owner, retest date.
· Decide next actions and log them as real work:
1. Fixes: spare parts, valve labeling, alternate pick paths, generator test procedure, cross-dock plan, comms templates.
2. BCP updates: Priority List (what first), Fallbacks (alternate lines/routes/suppliers) with entry/exit criteria, At-Risk Board items.
3. SOP/Work instruction updates: emergency stop-start, manual picks, temp checks, hold/release workflow.
4. Training: quick refreshers for teams involved.
5. Next drill: scope, owner, target date.
Make it effective: Open maintenance work orders and CI tickets now.

Incorporate learnings into the BCP
· Priority List: confirm realistic restart order and target rates by area/line; where needed, adjust owners.
· Fallbacks: add tested alternates (e.g., Line 3 can run SKU X at 70% with changeover < 45 min).
· At-Risk Board: items that failed or lack evidence stay visible until closed.
· Materials & suppliers: list alternatives, MOQ/lead-time, pre-approved substitutions.
· Transport: pre-cleared carriers, alternative lanes, cross-dock sites, night-shift pickup windows.
· Buffers: review safety stock and WIP buffers for top SKUs.
· Versioning:  Update BCP version/date and email the change note to stakeholders.



Common pitfalls
· No EHS lead present → unsafe shortcuts or delays.
· No authority to stop/restart → confusion and finger-pointing.
· Utilities assumed, not measured → generator/compressor/chiller capacity unverified.
· Tight chokepoints (one aisle, one dock) with no reroute plan.
· Relying on a single expert → drill collapses when that person is unavailable.
· Fixes agreed but no work orders/tickets → nothing changes.

Checklist
Pre-drill
 Scenario & objective agreed   Scope/assumptions safe   Roles assigned (incl. EHS, QA, Maint, Logistics)   Injects timeline ready   Success criteria defined (throughput, restart, temp, ETD)   Action Log printed
During
 Exact times logged   Flow, backlog, scrap captured   Evidence noted   Pauses used to clarify
Post-drill
 Test Log completed   Fix tickets/work orders raised   BCP/SOPs updated & versioned
 Next drill scheduled   Summary sent to ops + customer service + site leadership

What’s in this file
1. Drill Scenario — overview, objectives, scope/constraints, participants, injects.
2. Action Log — timestamps, actions/decisions, outcomes, issues, follow-ups, status.
3. Test Log — per process/system: test step, result, evidence, owner, retest date.
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Opionally, start with a short ‘tabletop’ on the floor. Prove safe stop, reroute, and restart. Then add realism in the next drill.
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Scenario overview
	Scenario name
	Date
	Coordinator
	Location(s)

	
	
	
	

	Objectives (top 3)

	

	In-scope processes / systems
	Out of scope (explicit)

	
	

	Assumptions
	Constraints / Rules of engagement

	
	



Participants & roles
	Name
	Role
	Org/Team
	Phone
	Email

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Injects timeline (for tabletop/drill)
	Time (hh:mm)
	Inject / Event
	Expected actions
	Observation notes

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


BCP Drill Scenario



	Timestamp (hh:mm)
	Actor / Team
	Action / 
Decision
	Expected outcome
	Actual outcome / Evidence
	Issue? (Y/N)
	Follow-up / Owner
	Status

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	




BCP Drill – Action Log



	Critical process / system
	RPO*
	RTO*
	Test step
	Result (Pass/Fail)
	Evidence (link/ref)
	Issues found
	Owner
	Retest date

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


















*	RPO (Recovery Point Objective):  Maximum tolerable data loss, measured in time. 
The “how far back” you must be able to restore data. E.g., RPO = 4h: you can lose at most 4 hours of transactions.
RTO (Recovery Time Objective):  Maximum tolerable outage duration for a process/system. 
The “how fast” you must restore service. E.g., RTO = 8h → the process must be up again within 8 hours.
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